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Executive summary  

The  BCA  welcomes the opportunity to provide a  submission to the Department of Home Affairs’ consultation on 

the proposed Tranche 2 amendments to the Security of Critical Infrastructure Act 2018  (the Act).  

BCA’s membership spans nearly every sector these proposed amendments  touch: banking and finance, energy, 

telecommunications, resources, healthcare, transport and logistics, technology and data infrastructure, and 

higher education and research. Our December 2025 submission to the Independent Review highlighted that the 

current Act can be complex, duplicative and hard to navigate. The proposed Tranche 2  amendments  respond to 

these issues  directly . 

The BCA agrees with the intent behind many of the proposals, including  a more thorough approach to cyber  

security that reflects the reality of third-party providers , and the simplif ication of  overlapping regulations , but 

Government must be careful to avoid reforms that could create unmanageable complexity.  Moving detail from 

the Act into Rules and approved forms, changing assurance and civil penalty settings, and expanding coverage 

across eight  sector and asset measures are all reasonable in principle. Whether they have a positive  effect on the 

security of critical infrastructure  or simply shift and multiply the regulatory burden  will depend on how 

exemptions are administered, Rules are scoped, new coverage is defined, and assurance and penalty settings are 

calibrated.  

The final design will need to reduce duplication in practice, keep obligations clear and bounded, make new 

coverage workable, base assurance and enforcement settings on evidence, and support coordinated 

implementation with realistic transition periods.  

Taken together, the eight  recommendations  in this submission  seek to increase the security of critical 

infrastructure by mak ing  the framework clearer, more proportionate and easier to apply in practice. They focus 

on ensuring that coverage and responsibility are well defined, obligations work coherently across different roles, 

assurance is grounded in evidence and existing process es, and implementation is coordinated so the reforms 

strengthen security and resilience without creating unnecessary duplication.
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Key rec ommendations  

Recommendation 1. Ensure the exemptions framework is objective and proportionate  

 Publish a prioritised assessment program.  

 Remove duplicated obligations where equivalent frameworks apply.  

 Keep class exemptions under review.  

 Extend the exemptions framework to newly captured entities at the point of capture.  

Recommendation 2. Set clear and proportionate coverage  

 Use objective, self -assessable coverage criteria.  

 Assess criticality by operational consequence rather than financial size.  

 Recognise existing regulation.  

 Provide transition periods that reflect the scale of change.  

Recommendation 3. Align responsibility with practical control  

Assign duties according to the function or risk each entity controls, with clear safeguards around designation 

powers and recognition of existing security arrangements.  

Recommendation 4. Clarify notification and incident requirements  

 Clarify when changes require further notification under sections 30ED and 30EC.  

 Provide practical guidance on automated or AI -enabled incidents.  

 Base changes to penalties on evidence.  

Recommendation 5. Prevent overlapping obligations  

Clearly distinguish relevant operator and connected entity duties, require more than one criterion before 

capture under both definitions, and ensure entities performing multiple roles are not required to address the 

same risk more than once.  

Recommendation 6. Ensure assurance is proportionate and workable  

Calibrate assurance to risk, recognise existing governance maturity and assurance, accept a range of 

independent assurance models including internal audit, and account for market capacity and the wider 

reform burden.  

Recommendation 7. Retain safeguards on the use of annual compliance reports  

Preserve limits on admissibility so that reports may be relied on where materially false, misleading or 

incomplete, or relevant to serious or repeated non -compliance, but not where an entity has disclosed a gap 

and is remediating it.  

Recommendation 8. Coordinate implementation and review outcomes  

Publish a consolidated implementation plan, provide realistic transition periods including at least 12 months 

for new Systems of National Significance resilience planning obligations, and review whether the reforms 

reduce duplication, improve clarity and strengthen resilience.  
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1. Introduction  

The Business Council of Australia (BCA) is the peak body representing Australia’s largest employers across every 

major sector of the economy. This submission responds to the Department of Home Affairs’ proposed Tranche 2 

amendments to the Security of Critical Infrastructure Act 2018  (Cth) ( SOCI  Act), which seek to streamline and 

modernise the framework governing the security and resilience of Australia’s critical infrastructure. BCA members 

include owners and operators of critical infrastructure in banking and finance, energy and resources, 

telecommunications, transport and logistics, healthcare, technology, and higher education and research. This  

reform package ha s a broad reach across the BCA’s membership: the proposed amendments will affect members 

directly as responsible entities and indirectly as relevant operators, connected entities or major suppliers.  

This submission focuses on the framework’s core design settings: the division of obligations between the Act and 

the Rules, recognition of equivalent regimes, the calibration of assurance and enforcement, and the allocation of 

responsibility across corpora te groups, operators and suppliers. These settings will shape how the reforms 

operate in practice and should be settled clearly at this stage.  

Once these Act -level settings are established , the framework’s effectiveness over the coming decade will depend 

more on the quality of its underlying architecture than on the precise level of any individual threshold . 

This submission focuses on the cross -cutting issues that will determine how the framework operates in practice: 

governance, proportionality, duplication, allocation of responsibility and regulatory process. Detailed thresholds 

and operational settings shou ld be settled through the subsequent sector -specific consultation processes 

outlined by the Department.  

The submission is organised around the four reform areas identified by the Department:  

1. reducing unnecessary complexity and regulatory duplication;  

2. modernising and refining sector and asset coverage;  

3. c larifying legislative expectations, assurance mechanisms and governance arrangements; and  

4. better assessing whether security and resilience outcomes are being achieved.  

Across these four areas, the submission applies a consistent set of tests: whether duplication is genuinely 

reduced, the roles of the Act and Rules are clearly bounded, responsibility is allocated coherently, overlapping 

obligations are avoided, assurance is proportionate, and implementation is supported by realistic transition 

arrangements.  
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2. Reducing unnecessary complexity and regulatory 

duplication  

Measures 1 to 3 will show whether Tranche 2 genuinely simplifies exemptions, registration and reporting, or 

simply moves the complexity into Rules, forms and administrative processes.  The proposed exemptions, Register 

and annual reporting reforms are sensible in principle . Their effectiveness  will depend on the practic al 

recogni tion of equivalent obligations, stable and predictable reporting requirements, and clear statutory limits on 

the use of Rules and approved forms.   

2.1 Recognising  equivalent regimes: the exemptions framework  

The BCA’s submission to the Independent Review of the SOCI Act in December 2025 identified regulatory 

duplication as one of the biggest sources of unnecessary cost. In particular, it highlighted overlap between 

Critical Infrastructure Risk Management Program (CIRMP) obligations and the Australian Prudential Regulation  

Authority’s (APRA) Prudential Standard CPS 230  – Operational Risk Management, and Prudential Standard CPS 

234  – Information Security; the Privacy Act 1988  (Cth); and separate reporting obligations to APRA, the Australian 

Securities and Investments Commission (ASIC) and the Office of the Australian Information Commissioner 

(OAIC).  

The BCA supports this approach but  emphasises that t he right design is one that allows targeted, conditional 

relief while keeping the visibility, notification and assurance requirements that genuinely serve a distinct SOCI 

purpose. Equivalence should be judged on whether another regime achieves a materially similar security or risk -

management outcome, not on whether it uses identical processes, terms or reporting formats. This kind of 

substance -over -form test can work across sectors w ith very different regulatory histories.  

Additionally, the proposed framework appears to be principally directed towards reducing duplication for entities 

that are already regulated under the SOCI Act and subject to overlapping obligations. It remains unclear whether 

equivalent relief will be ava ilable from the outset to entities that are not currently subject to the SOCI Act but may 

become regulated for the first time as a result of other proposed expansions ( e.g.  Measures 13 and 17).  

This distinction is important. Entities operating under established sector -specific frameworks, including the 

Maritime Transport and Offshore Facilities Security Act 2003 (MTOFSA), as cited in the  consultation  paper, may 

be brought within the SOCI regime despite already maintaining equivalent security plans, incident reporting 

processes, exercise requirements and government engagement obligations. While the consultation paper 

contemplates recognition of such ov erlapping MTOFSA obligations where they deliver substantially equivalent 

outcomes, it does not clearly state whether that recognition mechanism will be available immediately upon an 

entity becoming subject to the SOCI Act. The Government should clarify thi s to  ensure that the policy objective 

of reducing regulatory duplication is achieved for all affected entities, including those brought into the SOCI 

regime through the proposed expansion measures .  

The Government should identify equivalent frameworks early and publish a prioritised assessment program . This 

should include a mechanism that enables newly captured entities to access equivalent framework exemptions at 

the point of capture,  so  both current and newly  regulated entities know when relief will be available. Conditional 

exemptions should remove duplicative obligations where another regime achieves the same outcome, while 

retaining obligations that serve a distinct SOCI purpose. The Government should also review class exemptions 

regularly as underlying regimes change . 
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Recommendation 1. Ensure the exemptions framework is objective and proportionate  

 Publish a prioritised assessment program . 

 Remove duplicated obligations where equivalent frameworks apply . 

 Keep class exemptions under review . 

 Extend the exemptions framework to newly captured entities at the point of capture . 

 

2.2  Simplifying administration : the Register and annual reporting  

The BCA’s December 2025 submission identified the terms “significant impact” and “relevant impact” as 

examples of unclear drafting that can divert effort from managing security risk to interpreting regulatory scope. 

Measures 2 and 3 provide an opportunity to a ddress this broader concern by creating a clearer division between 

the Act, the Rules and approved forms, and by publishing reporting questions in advance.  

The reforms also  have the opportunity to  make compliance more efficient. Entities that are already registered 

should not need to register again where their existing information substantially covers the new requirements. 

Reporting questions should remain stable for each reporting cycle, with cons ultation and adequate lead time for 

any material changes. Corporate groups  with multiple subsidiaries operating under  common CIRMP governance 

should also have the option to submit a consolidated report, provided entity -level responsibilities remain clear.  

The BCA supports this proposed division of roles between the Act, Rules and approved forms.  Rules should set 

out the substantive detail within the purpose and limits established by the Act, while approved forms  should 

operate as an administrative mechanism for the submission of information, setting out format and process, rather 

than  introducing new information requirements or broadening the scope of information beyond what the Act 

and Rules already require. This would preserve flexibility while giving regulated entities greater certainty about 

their obligations.  
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3. Modernising and refining sector and asset 

coverage  

Measures 7 to 14 provide an opportunity to update the Act  so it better reflects the technologies, operating 

models and sectors on which Australia now depends. The key design task is to ensure that each category 

captures genuinely significant risks without unnecessarily extending the framework to ordinary commerc ial 

activity, shared infrastructure or assets with limited national consequence. Detailed thresholds and sector -

specific boundaries should be settled through consultation with directly affected businesses and industry bodies.  

Across Measures 7 to 14, the framework should clear ly indicate  which assets are captured, why they are captured 

and which entity is responsible. Coverage should be capable of being assessed with confidence, responsibility 

should reflect practical control, and assets should only be grouped where they face a genuinely shared 

operational or systemic risk. Where existing regulatory frameworks already achieve the intended outcome, they 

should be recognised, with designation and transition arrangements scaled to the nature of the risk and the 

extent of the change.  

3.1 Design principles for proportionate  capture  

The detailed thresholds and boundaries will differ across sectors, but the framework should still operate on a 

consistent basis. Entities should be able to determine with confidence whether they are captured, using 

information reasonably available to them.  Where existing licensing, accreditation or regulatory arrangements 

already achieve the intended outcome, the framework should recognise them rather than require the same risk 

to be addressed again.  

Coverage should be applied in a way that gives entities as much certainty as possible. Clear thresholds can 

provide a predictable basis for capture, while designation powers can address cases that are not readily covered 

by general criteria. Where assets o r entities are grouped, the grouping should reflect  a strong link between the 

actual operational risk s and the asset s or entities being grouped , rather than being arbitrary .  

Two further principles would support workable coverage. First, criticality should be assessed by reference to 

operational consequence rather than financial size, since the disruption caused by the failure of an asset is not 

always reflected in the revenue it generates. Second, where a critical function depends on shared infrastructure 

that no single regulated entity owns or controls, that dependency should be addressed through a separate and 

clearly governed pathway, rather than by attributing responsibilit y to entities that merely rely on it. Attributing 

responsibility on that basis would place obligations on entities with no practical ability to discharge them.  

The framework should provide clear legislative boundaries while allowing detailed thresholds, exclusions and 

sector -specific settings to be developed through the Rules. Given the differences between the affected sectors, 

these settings should be informed b y targeted consultation and settled with sufficient time for newly captured 

entities to prepare.  

Recommendation 2.  Set clear and proportionate coverage  

 Use objective, self -assessable coverage criteria . 

 Assess criticality by operational consequence rather than financial size . 

 Recognise existing regulation . 

 Provide transition periods that reflect the scale of change.  
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3.2  Recognition  of existing arrangements and allocation of responsibility  

New obligations should build on credible arrangements that entities already have in place. Where an existing 

framework addresses the same functions and risks, entities should be able to rely on that work and demonstrate 

how it meets the new requirements . Any additional effort should be able to focus on genuine gaps.  

Responsibility should also reflect how an asset or function is managed in practice. In complex ownership, 

operating or partnership arrangements, obligations should reflect what each entity actually controls rather than 

being determined solely by ownership or contractual wording.  The responsible entity should retain overall 

accountability for the asset, while operators or service providers should have clear duties for the functions and 

risks they materially control.  

The design of Measures 10 and 14 should also take account of established government security and export -

control frameworks that already apply to parts of the health, higher education and research sectors : health and 

higher education entities operating under contract to, or holding information for, Australian Government 

agencies are already subject to the Protective Security Policy Framework (PSPF), and higher education and 

research institutions doing govern ment -funded, government -contracted or dual -use research are separately 

subject to Defence export control requirements under the Defence Trade Controls Act 2012 and the Defence and 

Strategic Goods List . Where those arrangements address the same risks and achieve the intended outcome, they 

should be recognised through the exemptions framework rather than duplicated.  

Recommendation 3.  Align  responsibility with  practical control  

Assign duties according to the function or risk each entity controls, with clear safeguards around 

designation powers and recognition of existing security arrangements.  
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4. Clarifying legislative expectations and allocating 

responsibility  

Measures 4, 5, 17, 18 and 21 provide an opportunity to make the framework clearer about when obligations arise 

and which entity is responsible for meeting them. This is especially important where the operation of an asset 

depends on multiple entities acros s corporate groups, service providers and the broader supply and value chain.  

The key task is to ensure that responsibility follows the role each entity performs in practice , that security is 

enhanced and that obligations are workable and manageable . Legal duties should be clear,  any shared 

responsibilities should be deliberate and well defined , and entities should be able to understand when 

notification, cooperation or workforce -related requirements apply.  

4.1  Clarifying core  obligations: Part 2D notification and the cyber security incident 

definition  

The Government should remove uncertainty around section 30ED notices, including how incidents involving 

automated or AI -enabled systems will be treated , and provide practical guidance on when subsequent changes 

trigger a new notification under section 30EC. This will be p articularly important for telecommunications 

providers . Government  should settle the treatment of changes to projects, systems, suppliers and ownership 

through consultation with affected providers.  

The framework should also support reasonable decision -making in practice. Where an entity makes and 

documents an assessment in line with published guidance, that assessment should be taken into account if the 

Department later reaches a different view, particularly where the entity acts promptly once the issue is identified. 

Any change to the civil penalty should likewise be informed by evidence about the cause and extent of non -

complia nce.  

Measure 5 would usefully confirm that an incident does not fall outside the Act simply because an automated or 

AI-enabled system was involved. The definition should nevertheless remain focused on cyber security incidents, 

rather than routine software failu res, model errors or configuration issues. Testing the proposed definition against 

practical examples would help ensure that it captures the intended risks without creating uncertainty for ordinary 

business use of automated systems.  Guidance should include worked examples on both sides of the definitional 

boundary, drawn where possible from observed incidents. The definition should also be capable of applying 

where an authorised system becomes compromised, manipulated or materially u ncontrolled, without requiring 

the involvement of a malicious human actor, while remaining anchored to cyber security harm rather than 

performance or reliability failures.  

Recommendation 4.  Clarify notification and incident requirements  

 Clarify when changes require further notification under sections 30ED and 30EC . 

 Provide practical guidance on automated or AI -enabled incidents . 

 Base changes to penalt ies on evidence.  

4.2  Operational  control, corporate structures and the extended workforce  

Measures 17 and 18 recognise that the entity formally responsible for an asset may not be the entity that operates 

it or holds the information and authority needed to manage its risks. This is increasingly common where functions 

are shared across corporate  groups or delivered through outsourced and managed services.  
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Obligations should sit with the entities best placed to meet them, while taking account of legal, commercial and 

operational constraints  and avoiding regulatory duplication as much as possible . For the relevant operator 

concept, capture should require two elements: that the entity exercises genuine practical operational authority 

over a critical function, and that the responsible entity materially depends on the exercise of that authority.  It 

should not extend to ordinary suppl iers, software vendors, cloud providers, professional advisers or other service 

providers merely because their products  or services are used in connection with a critical infrastructure asset.  

In contrast, the connected entity duty focuses on whether it is reasonable for another entity in the corporate 

group to provide assistance. The final design should preserve the responsible entity's clear accountability for the 

asset, rather than diluting i t across the group. In addition consideration could be given whether a separate 

statutory cooperation duty is necessary, given that corporate group interdependencies are already identified and 

managed through the CIRMP.  

The application of the relevant operator concept to entities outside Australia also warrants careful design. If 

providing services to a regulated entity is understood to confer regulated status under Australian law, this may 

discourage international provid ers from serving Australian critical infrastructure, or  narrow the pool of providers 

available to responsible entities. The framework should also clarify how statutory duties are intended to interact 

with contractual arrangements, so that obligations are met through the most practical mechanism in each case.   

Requiring responsible entities to reflect every  relevant operator dependency in their CIRMP and supporting 

arrangements will quickly  become unmanageable , given the scale of contractual change this may involve. 

Government must consider how the proposed safe harbour would operate where a responsible entity cannot 

secure the necessary arrangements, including how the documentation and residual risk -management 

requirements would work in practice. A transition period may be needed to allow ma terial contracts and 

supporting governance arrangements to be updated.  

Where one organisation performs several roles across the framework , the same underlying relationship or risk 

could trigger multiple registration, assessment, and assurance requirements . The final design should allow 

related obligations to work together and avoid requiring the same relationship or risk to be registered, assessed 

or assured more than once.  This will avoid unnecessary duplication.  

Measure 21 would also broaden the way critical workers are identified by focusing on access and authority rather 

than job title. This is a sensible direction, particularly for organisations that rely heavily on contractors and service 

providers. However, it will not work as drafted: because meeting any one of the four proposed criteria brings a 

worker into scope, the definition will capture large operational workforces that present no material security risk . 

The Department has said  the reform is not intended to capture the general workforce, but as drafted it will. 

Therefore, i mplementation must use what already exists to the greatest extent possible – build on current 

background checks and suitability assessments, and  allow enough time for newly captured workforces to be 

identified and assessed.   

Recommendation 5.  Prevent overlapping obligations  

Clearly distinguish relevant operator and connected entity duties,  require more than one criterion before 

capture under both definitions,  and ensure entities performing multiple roles are not required to address the 

same risk more than once.  
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5. Strengthening assurance, governance and 

accountability for outcomes  

Measures 6, 15, 16, 19 and 20 provide an opportunity to strengthen confidence that critical infrastructure risks are 

being managed effectively, without creating assurance and reporting processes that duplicate work already 

being done.  

The key task is to make assurance proportionate to risk and focused on useful evidence. Existing audits, 

certifications and regulatory assessments should be recognised where they already provide relevant assurance, 

supplier requirements should be practical  and consistent, and enforcement settings should reflect the nature 

and seriousness of non -compliance. Government threat and hazard information should also support better risk 

management without becoming a separate compliance exercise.  

5.1 Systems of National Significance  

Measure 6 would replace the current cyber security incident response planning obligation for declared assets 

with a broader resilience planning obligation directed at continuity, recovery and restoration. This is a reasonable 

direction. Preparedness for na tionally significant assets depends on more than the initial response to an incident, 

and the period of recovery will often determine the ultimate consequence of a disruption.  

The framework should recognise existing continuity, crisis management, recovery and exercise arrangements 

where they already address the declared asset, consistent with the approach to equivalence applied elsewhere in 

this submission. Entities likely to be  declared often already  maintain mature arrangements developed under other 

regulatory or operational requirements. Recognising that work would allow effort to be directed toward 

identifying and addressing material gaps rather than restating arrangements already in place.  

The transition will also require adequate time and practical support. An implementation period of at least 12 

months should apply before new resilience planning or cyber security exercise obligations become enforceable, 

reflecting the shift from incident r esponse planning to asset -specific resilience planning. Guidance,  worked 

examples and case studies would help responsible entities understand what designation means in practice, 

particularly where resilience and recovery have not previously been the focus of obligations under the Act.  

5.2  Governance , assurance and proportionate enforcement  

Measure 15 would strengthen independent assurance of CIRMPs and clarify the role of governing bodies in 

approving and reviewing them. Greater assurance that risk -management arrangements are working is a 

reasonable objective. The BCA supports the Department’s proposed approach of calibrating assurance to risk 

and recognising existing audits and assessments already undertaken under other frameworks. Nevertheless , the 

final model should  reflect the level of risk, recognise relevant audits and assessments already undertaken under 

other frameworks, consider the extent to which existing admissibility restrictions support more candid self -

assessment , ultimately driving greater public benefit,  take account of the capacity of the assurance market , and 

avoid discouraging businesses from openly identifying problems and areas for improvement.  

A combined regulatory impact analysis of Tranche 1, Tranche 2 and the related Rules would help inform these 

settings . Tranche  1, Tranche 2, changes to the CIRMP Rules and the expansion of sector coverage will often affect 

the same boards, risk teams and compliance functions.  The Department should therefore assess the total cost 

and practical impact of the reforms once  it is clear which entities and assets will be covered  by the Rules.   

Existing , mature CIRMP governance models and  assurance work should be used wherever they  provide relevant 

evidence. Aligning SOCI assurance with established audit, certification and prudential processes would reduce 

repeated work and allow assurance effort to focus on material gaps. The frequency and depth of assurance could 

also reflect the entity’s risk profile, operating context and compliance history.  That calibration matters most for 
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regional operators and entities in less mature assurance markets, who are likely to face the highest costs, or real 

difficulty finding assurance providers at all, under a uniform base cycle.  An assurance cycle of up to three years, 

where justified by risk and maturity, could provide a more proportionate approach.  The event -based triggers for 

review outside that cycle should also be clearly defined, so that changes fundamentally altering an asset's risk 

profile are captured while routine upgrades, vendor substitutions and capacity changes managed within the 

existing CIRMP are not.  

The framework should also recognise a range of assurance models. External assurance, operationally 

independent internal audit and co -sourced arrangements can each provide credible independent assurance 

where appropriate independence and capability requirem ents are met, and  should be available to entities across 

risk profiles on that basis. Limiting assurance to external providers would compound the market capacity 

constraints noted above without necessarily improving the quality of assurance obtained, and would sit 

inconsis tently with the treatment of independent assurance under other Commonwealth regulatory frameworks.  

Measure 15 would also repeal the admissibility restrictions in sections 30AG and 30AQ so that annual compliance 

reports could be relied on in civil penalty proceedings. The annual compliance report is a mandatory document 

in which entities assess their own  compliance, and the current restrictions reflect that. Removing them without 

replacement would require an entity to produce a document that may then be used against it, and  would 

discourage the candid reporting of gaps that is most useful to Government. Consistent with consultation 

question 72, safeguards should be retained: reports should be capable of being relied on where materially false, 

misleading or incomplete, or whe re relevant to serious or repeated non -compliance, but not where an entity has 

disclosed a gap and is addressing it within a reasonable timeframe.  

Similarly, changes to civil penalties under Measure 16 should be informed by evidence about why non -

compliance  occurs and how serious it is . The Independent Review's own findings point to complexity rather than 

weak enforcement as the more likely driver, with around 70 per cent of recorded stakeholder feedback 

describing the framework as complex, confusing or duplicative.  Where uncertainty or complexity is contributing 

to poor compliance, clearer obligations and guidance may be more effective than higher penalties alone.  

Recommendation 6.  Ensure  assurance is proportionate  and workable  

Calibrate assurance to risk, recognise existing governance maturity  and  assurance , accept a range of 

independent assurance models including internal audit , and account for market capacity and the wider 

reform burden.  

 

Recommendation 7. Retain safeguards on the use of annual compliance reports  

Preserve limits on admissibility so that reports may be relied on where materially false, misleading or 

incomplete, or relevant to serious or repeated non -compliance, but not where an entity has disclosed a gap 

and is remediating it.  

5.3  Supply  chain cyber  security assurance  

Measure 19 responds to the growing importance of cyber risk across shared supply chains. Its value will depend 

on assurance being directed toward suppliers whose role, access or importance creates a material risk, rather 

than applying the same process to e very supplier relationship.  The BCA supports this proposed approach . 

Responsible entities should be able to draw on existing certifications, independent assurance reports and 

recognised control frameworks where these provide equivalent assurance outcomes. The framework should 
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avoid bespoke questionnaires or provision of duplicative evidence where equivalent assurance is already 

available. However, common -sense flexibility is also required. I n concentrated markets or for highly specialised 

suppliers, the framework should allow a proportionate alternative that reflects the supplier’s circumstances and 

the practical options available to the responsible entity.  Where a supplier is systemically important across multiple 

sectors, contractual uplift s by several individual responsible entities would not  be the most effective way to 

manage that concentration risk.  

Reusable assurance evidence would reduce duplicated requests across the supply chain. Where a supplier has 

credible assurance or accreditation, it should be able to provide that evidence to multiple critical infrastructure 

customers, with further checks limited to risks specific to each customer relationship. The framework should also 

be clear about what is being assured. The product or service supplied, and its role in the critical infrastructure 

asset, should provide the anchoring frame, extending to the supplier’s own organisational controls only where 

those  controls are inseparable from the security of what is supplied. Without that anchor, assurance obligations 

may expand toward a general assessment of the supplier as an entity, which is not the position the Act assigns to 

it. 

5.4  Specified risk information  

The BCA supports Measure 20  as a practical way to connect government threat and hazard information more 

directly with CIRMP governance. To be useful, the information should be authoritative, relevant and actionable, 

without overwhelming  entities operating across several sectors or asset classes.  This measure would wor k best 

when entities act on information that matters to them. Requiring a documented response to every specified item, 

including those with no bearing on the asset, shifts effort from managing risk  to recording decisions. Limits on 

the volume and frequency of specified material would keep the focus on better risk management.  
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6. Conclusion  

The BCA supports the direction of the reform s. Their success will depend on whether the final design and 

implementation:  

◼ allocates responsibility coherently; with duties proportionate to each entity's practical control and 

jurisdiction;  

◼ provides regulatory certainty that supports continued infrastructure investment;  

◼ maintains international consistency for multi -jurisdictional assets;  

◼ applies assurance proportionately , recognising international certifications and existing assurance 

arrangements;  and  

◼ allows for an orderly transition, with adequate lead time especially for newly captured entities.  

Several measures respond to concerns raised in  the  BCA’s December 2025 submission to the Independent 

Review, particularly around  regulatory duplication, clarity and the practical operation of the framework. This 

submission focuses on the architecture and implementation issues that apply across the four reform areas.  

Getting the i mplementation and sequencing right will be critical . Many proposed amendments would  establish 

broad concepts at the Act level, but leave important thresholds, exclusions and operational details to be settled 

later through the Rules. This approach can support better policy design, provided the later consultation is 

targeted, well timed and allows  sectors to test how the  proposed settings  will work in practice .  

Tranche 2  reforms also sit within  a broader  program  of change  that include s Tranche 1  reforms and changes to 

the CIRMP  Rules . Government should coordinate these  reforms  with  related regulatory developments in privacy, 

cyber security, prudential regulation and AI governance. These changes may affect the same boards , committees 

and compliance teams, making coordination important to avoid overlap and unnecessary implementation 

pressure.  A clear view of their combined timing and impact would help regulated entities plan effectively and 

allow the Department to identify unnecessary red  tape . 

Newly captured entities, regardless of the measure under which they are brought within scope, should receive a 

minimum transition period of 12 to 24 months from the date of commencement to develop CIRMPs, establish 

governance frameworks, complete personnel  assessments, and procure assurance services. Shorter timeframes 

risk compliance failures driven by capacity constraints rather than lack of intent.  

A consolidated implementation plan covering Tranche 1, Tranche 2 and the related Rules would provide greater 

certainty and support an orderly transition. Final Rules, guidance and reporting requirements should be available 

with sufficient lead time for aff ected entities to understand their obligations, update existing arrangements and 

prepare for commencement.  

Recommendation 8.  Coordinate implementation and review outcomes  

Publish a consolidated implementation plan, provide realistic transition periods  including at least 12 months 

for new Systems of National Significance  resilience planning obligations , and review whether the reforms 

reduce duplication, improve clarity and strengthen resilience.  
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