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1. Executive summary  

AUKUS is a  defence  security partnership among Australia, the United Kingdom and the United States aimed at 

promot ing  a free and open Indo -Pacific that is secure and stable.  

AUKUS has two pillars. Pillar I is Australia’s acquisition of nuclear -powered submarines. This paper focuses on Pillar 

II, which is the collaborative development of advanced capabilities in six technological areas: undersea 

capabilities, quantum, artificial intelligence (AI) and autonomy, advanced cyber, hypersonic and counter -

hypersonic capabilities, and electronic warfare.  These technologies are supported by two Pillar II enablers: 

innovation and information sharing.  

AUKUS Pillar II is, at its core, a national defence initiative designed to accelerate the development and integration 

of advanced military capabilities. This paper does not propose to redefine that mission. Rather, this paper  aims to  

help ensure Australia can meet its requirements in this partnership and  clarify how the objectives of Pillar II can 

be strengthened through two interlinked insights:  

◼ A stronger national innovation base is essential to achieving the ambition of Pillar II, ensuring its success at 

scale and over time . 

◼ Pillar II can act as a catalyst for broader national innovation performance, extending its benefits beyond 

immediate capability outcomes  to strengthen Australia’s economy and resilience . 

Advancing Pillar II and elevating national innovation capacity are mutually reinforcing imperatives – each enabling 

the other to deliver enduring advantage.  

Success will depend on mobilising industry, private capital, and public trust to deliver defence capability while 

also driving innovation and economic resilience.  And it’s an opportunity Australia  must seize now.  

With Australia’s strategic circumstances deteriorating, the 2024 National Defence Strategy  state s that Australia 

must take “a coordinated, whole -of-government and whole -of-nation approach that harnesses all arms of 

national power to defend Australia and advance our interests.” 1 By aligning national technological capacity, 

research excellence, and private -sector dynamism , Australia can meet its defence strategic goals and fulfil 

Australia’s  commitments to our AUKUS partners.  

Private sector capital can assist in funding the development of AUKUS Pillar II  technologies if the right incentives 

are in place. To realise Defence’s whole -of-nation ambition , sectors like banking, advanced manufacturing, 

resources, telecommunications, technology, health and academia need to understand what AUKUS Pillar II offers 

and how they can contribute.  

This paper proposes t hree projects to illustrate how Australia can immediately operationalise Pillar II for both 

strategic and economic benefit: an AI test and evaluation sandpit, a quantum -enabled secure communications 

demonstrator, and an AI -driven cyber threat emulation platform.  

All three emphasise dual -use capability, integration, and rapid prototyping, deepening interoperability with 

AUKUS partners. The y combine strategic urgency with technological readiness, offering low -risk, high -impact 

pathways for early capability delivery.  

Alongside defence, Australia faces other national challenges – low productivity growth, an undiversified 

economy, the high cost of living and lagging competitiveness. 2 Technology and innovation will be fundamental to 

addressing all these issues.  

If successfully implemented, a stronger national innovation base will help AUKUS Pillar II deliver  advanced 

defence capabilit ies  and improve Australia’s broader economic diversity and resilience . By fostering new 

technolog ies  that are globally competitive and commercially viable, Australia ’s ability to navigate intensifying 

strategic competition  will improve . A strong and diversified economy is a valuable strategic asset in its own right.   

 
1 Department of Defence 2024, National Defence Strategy, p.6  
2 Business Council of Australia 2024, !ǳǎǘǊŀƭƛŀΩǎ ŦƭŀƎƎƛƴƎ ŎƻƳǇŜǘƛǘƛǾŜƴŜǎǎ ŀƴŘ ǇǊƻŘǳŎǘƛǾƛǘȅΥ Iƻǿ ǘƻ ǘǳǊƴ ƛǘ ŀǊƻǳƴŘ, BCA, p.5  
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2. Key recommendations  

Improve the enabling environment  

1. Establish an “optimal pathway” for Pillar II.  

2. Develop an AUKUS visa.  

3. Improve shared security clearance protocols and recognition.  

4. Continue regulatory streamlining, focusing on United States Foreign Military Sales reform.  

5. Develop a mutual recognition framework for cyber accreditations across defence supply chains.  

Elevate visibility and cultivate social licence  

6. Develop a coordinated strategic communications campaign linking AUKUS Pillar II technology initiatives to 

national prosperity, job creation, and innovation outcomes, aligned with Australia’s broader policy 

landscape including Future Made in Australia, the Strategic Evaluation of R&D, and national AI capability.  

Strengthen the industrial and innovation ecosystem  

7. Establish a National Digital and AI Skills Partnership to deliver rapid skills uplift.  

8. Reform Australia’s R&D settings to maximise impact and reflect the strategic priority of critical technology.  

9. Embed research -industry collaboration in the higher education funding model, with a portion of 

performance -based funding tied to measurable indicators.  

Connect more investment  

10. Create dedicated funding streams for AUKUS Pillar II projects.  

11. Establish a sovereign Technology Co -Investment Fund (Tech -CoIn).  

12. Speed up National Reconstruction Fund investments into Pillar II technologies.  

13. Reform superannuation rules to activate more investments into Pillar II technologies.  
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3. Improve  the e nabl ing environment  

3.1 Establish an “optimal pathway ” for Pillar II  

Without a structured framework, Pillar II risks strategic drift and resource misallocation. To mitigate this, an 

"optimal pathway" should  be established, mirroring the clear, phased approach of Pillar I. 3 This pathway would be 

primarily focused on getting near -term capabilities into the hands of warfighters. It must be built around a series 

of clearly defined deliverables on a three -to-five -year timeline, ensuring accountability and preventing 

coordination  failures. This  would  provid e transparency and a shared sense of urgency. This is not  about dictating 

technology evolution – it is giving Pillar II  much needed structure, adding explicit outcomes and schedules.  

This optimal pathway should be guided by tracked milestones . Public accountability is key. Although Pillar II 

currently has a number of internal review mechanisms across AUKUS nation s that periodically assess platform 

viability and discuss higher level resourcing requirements and allocations, these are held behind closed doors. 

More t ransparent public reporting is necessary to maintain momentum and a shared understanding of progress. 

This could be done through the proposed new Parliamentary Joint Committee on Defence .4 Although this 

Committee ’s design is partly to facilitate the examination of classified information  (especially technical details of 

military capabilities ), it can  also play a powerful role in creating real accounta bility  for AUKUS Pillar II , with greater 

visibility and understanding . 

3.2  Develop  an AUKUS visa  

The global competition for talent is fierce. Australia needs to be known as a country that values expertise and 

makes it easy for foreign skilled workers to hit the ground running. Likewise, i t should be easier for Australians to 

be able  to apply and  learn new skills in the  United Kingdom  and the  United States . 

Government should work with AUKUS partners to develop an AUKUS visa  to facilitate easier transfer of skilled, 

security cleared people between AUKUS countries. This should start with forming a dedicated working group 

made up of representatives from migration and other relevant agencies  across AUKUS partners , and to fast -track 

a visa processing stream for Pillar II -related occupations.  

Technically, existing visa arrangements between the three countries allow most of the required movement of 

skilled workers, but an AUKUS visa  would be an important additional tool to promote the importance of AUKUS.  

An alternative approach would be the introduction of targeted waivers within existing visa frameworks across all 

three AUKUS nations, enabling smoother mobility for approved personnel without requiring new or amended 

legislation. This approach would leverage executive or administrative me chanisms already available to each 

government, allowing for rapid implementation within current legal structures. Importantly, it would circumvent 

the political sensitivities associated with broader immigration reform, whic h remains a highly charged and 

complex policy area in all three countries.  

3.3  Improve shared security clearance protocols and recognition  

Improving shared security clearance protocols and recognition among AUKUS countries will also ensure that 

workers can seamlessly contribute to collaborative projects across national borders. Although there is broad 

complementarity between each AUKUS partner’s securi ty clearance and information classification systems, there  

is far from automatic acceptance between the three.  

Translating security clearances is a significant and  complex barrier to trilateral cooperation. Although there is 

already work underway to develop a shared AUKUS security caveat, it is a difficult  and slow job . Government 

should give this effort a resource boost equal  to the scale of the challenge. Government could work with its 

AUKUS partners to adapt the NATO security clearance model into a flexible, trilateral framework that supports 

 
3 Dean, P  and Nason, A 2025, AUKUS Pillar II Is Failing in Its Mission, War on the Rocks , https://warontherocks.com/2025/06/aukus -pillar-ii-is-

failing -in-its-mission -it-needs -its-own -optimal -pathway/   
4 Parliament of Australia 2025, Defence Amendment (Parliamentary Joint Committee on Defence) Bill 2025 , Bills Digest No. 23, 2025 -26, 

https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd2526/26bd023   

https://warontherocks.com/2025/06/aukus-pillar-ii-is-failing-in-its-mission-it-needs-its-own-optimal-pathway/
https://warontherocks.com/2025/06/aukus-pillar-ii-is-failing-in-its-mission-it-needs-its-own-optimal-pathway/
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/bd/bd2526/26bd023
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both defence collaboration and private sector innovation. Rather than replicating NATO’s bureaucratic system, 

the AUKUS approach should focus on interoperability, agility, and inclusion of non -traditional actors such as 

universities and tech startups.  

3.4  Continue r egulatory streamlining  

Significant reforms have already been completed to streamline defence trade and technology sharing, reducing 

some of the long -standing frictions created by restrictive export controls. In the  United States , the most notable 

development has been the carve -out of exemptions to the International Traffic in Arms Regulations (ITAR), 

historically one of the greatest barriers to collaboration. These exemptions allow for the transfer of most defence 

capabilities, s ervices and information between the AUKUS partners without the slow, case -by -case licensing 

process.  

In parallel, Australia and the  United Kingdom  have introduced legislative reforms to align with the new  United 

States  framework and ensure reciprocity. Australia passed amendments to its Defence Trade Controls (DTC) Act, 

creating a new regulatory regime that facilitates streamlined transfer of controlled technologies and know -how 

within the AUKUS grouping. The  United Kingdom  has moved in a similar direction, introducing reforms that 

remove duplicative licensing requirements and establish “trusted community”  mechanisms to give AUKUS 

industries and research organisations frictionless access to shared projects.  

US Foreign Military Sales (FMS) remains one of the biggest obstacles to AUKUS cooperation. The system is slow, 

taking years to move from approval to delivery – unworkable for fast -moving technologies like AI or quantum. It is 

rigid and centralised, treating A ustralia and the  United Kingdom  as customers rather than partners, with little 

room for co -development or joint innovation. Costs are inflated by bundled support services, and the process 

reinforces a one -way transfer model rather than the trust and recipr ocity that Pillar II is meant to deliver. Tackling 

FMS should be high on the priority list of reforms to AUKUS’s enabling architecture . 

3.5  Build a mutual recognition  framework for cyber security accreditation  

A key challenge facing companies operating within the AUKUS alliance is the duplicative and costly burden of 

meeting separate national cyber security regulations. While the  United States , United Kingdom , and Australia are 

close allies each with their own well-developed domestic cyber standards, the lack of harmonisation means 

commercial organisations must undergo similar accreditation and compliance processes three times. This 

creates friction, increases costs, and delays the delivery of critical capabiliti es, particularly for advanced 

technologies being jointly developed under Pillar II.  

To address this, AUKUS nations should develop a mutual recognition framework for cyber accreditations. This is 

easier than attempting a complete harmonisation of regulations. The core principle is to “accredit once, use 

thrice, ” allowing a certification from one AUKUS nation to be accepted by the others. By agreeing on a set of 

mutually acceptable standards for both organisations and technologies, the alliance can foster greater 

collaboration, enhance innovation, and uplift the o verall cyber security maturi ty of its shared defence industrial 

base.  

Recommendation  

1. Establish an “optimal pathway ” for Pillar II.  

2. Develop  an AUKUS visa.  

3. Improve shared security clearance protocols and recognition . 

4. Continue regulatory streamlining, focusing on  United States  Foreign Military Sales reform.  

5. Develop a mutual recognition framework for cyber accreditations across  defence supply chains.  
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4. Elevate visibility and cultivate social licence  

Sustaining the long -term strategic impact of the AUKUS partnership will require Australia to integrate dual -use 

innovation alongside a focus on near -term military capabilities . 

To do this, the Australian Government should create a coordinated strategic communications campaign that 

clearly links AUKUS Pillar II technology initiatives to national prosperity, job creation, and innovation outcomes, 

thereby elevating public visibility  and strengthening social licence for long -term defence partnerships.  

Ultimately, a visible, whole -of-nation approach to Pillar II will help Australians understand that investments in 

national security are simultaneously investments in the industries, skills, and technologies that will underpin both 

economic growth and natio nal sovereignty for decades to come.  

4.1  Dual -use  

Pure defence projects generally do not provide great economic benefit to nations. Defence spending tends to 

reallocate resources from productive sectors to non -productive ones, providing security rather than economic 

gains. 5  

The concept of dual -use technologies – technologies that can be used for civilian and military purposes – is key 

to how Pillar II can be a catalyst for broader national innovation performance. 6 AUKUS Pillar II’s “advanced 

capabilities” are different to conventional defence projects. These advanced capabilities refer to broad 

technology areas, not specific defence equipment, and they possess applications that extend far beyond 

defence and can cat alyse growth across the economy.  

Three out of the eight technologies (AI and autonomy, advanced cyber, quantum) and the two enabling areas 

(innovation and information sharing) are inherently dual -use. The remaining technologies (undersea capabilities, 

hypersonic and counter -hypersonic cap abilities, and electronic warfare) lean heavily towards defence 

applications but also have valuable civilian applications across aviation, space transport, advanced materials, 

communications, deep -sea mining, oceanography and maritime logistics. Australia , like all countries, would be 

wise to always be exploring new and unexpected dual -use applications for defence technologies. For example, 

hypersonics research has led to civilian applications of heat -resistant materials, weather modelling and medical 

imaging.  

Pillar II’s ability to harness dual -use pathways is potent, but latent. By accelerating the integration of advanced 

technologies Australia can harness the capital, agility, and creativity of the private sector, the engine of 

technological advancement . 

Much of the capability and capital required for AUKUS Pillar II lies in the private sector. The 2024 National Defence 

Strategy calls for a whole -of-nation approach, and lessons from Ukraine show how modern defence capabilities  

depend more and more on the ability to mobilise commercial technology at speed.  7  

Pillar II should therefore be positioned as both a defence capability program and a national innovation catalyst, 

linking defence, research institutions, investors, and industry across Australia’s technology landscape.  

For AUKUS Pillar II to achieve its defence capability objectives, it requires a stable and innovative sovereign 

industrial base. Focusing on dual -use technologies can help here. The inherent irregularity of defence funding 

poses a risk to the viability of businesses solely dependent on these contracts. By diversifying their offerings to 

include private sector  customers , these enterprises can mitigate the "boom and bust" cycles of government 

spending. This creates a more resilient and adaptable defence secto r, ensuring that essential industrial capacity 

is sustained and available to meet the strategic demands of AUKUS as they arise.  

 
5 Hellyer, M 2025, AUKUS Grifter WatchτBeware breathless claims of economic benefits , Strategic Analysis Australia, 

https://strategicanalysis.org/aukus -grifter -watch -beware -breathless -claims -of-economic -benefits/    
6 ‘Dual use’ has specific meaning for Defence, but this paper employs the term generically.  
7 Harvard Kennedy School Belfer Centre for Science and International Affairs 2023, !ŘǾŀƴŎƛƴƎ ƛƴ !ŘǾŜǊǎƛǘȅΥ ¦ƪǊŀƛƴŜΩǎ .ŀǘǘƭŜŦƛŜƭŘ ¢ŜŎƘƴƻƭƻƎƛŜǎ 

and Lessons for the U.S., https://www.belfercenter.org/publication/advancing -adversity -ukraines -battlefield -technologies -and -lessons -us    

https://strategicanalysis.org/aukus-grifter-watch-beware-breathless-claims-of-economic-benefits/
https://www.belfercenter.org/publication/advancing-adversity-ukraines-battlefield-technologies-and-lessons-us
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This strategic realignment should also be woven into the fabric of Australia's broader policy landscape, including 

Future Made in Australia 8, the ongoing Strategic Evaluation of R&D 9 and development of national AI regulation 

and capability.  

By taking this integrated approach, Australia can ensure that AUKUS investments generate tangible, broad -based 

benefits.  New AUKUS -aligned investments in dual -use areas like quantum,  cyber security and  AI will help create 

high -value jobs, strengthen regional industry, and attract global research partnerships. Small and medium 

businesses will gain new pathways into cutting -edge supply chains, while universities and researchers will have 

clearer routes to tra nslate innovation into products and services.  

4.2  Critical minerals  

Australia must also be forthright in our management of our critical minerals. These are a strategic asset that can 

both strengthen the AUKUS partnership and drive domestic technological innovation. These resources – such as 

lithium, rare earth elements, co balt, and nickel – are essential inputs for the advanced technologies that underpin 

AUKUS Pillar II.  

In October 2025 , Australia accelerated its strategic pivot in the critical -minerals arena, signing a landmark 

framework agreement with the United States and simultaneously engaging in careful bilateral talks with China.  

In the US -Australia deal, Australia and the United States formalised the United States –Australia Critical Minerals 

Framework, committing both nations to invest at least US $1 billion each over the next six months into mining, 

processing and supply -chain de velopment of critical minerals and rare earths. 10 One specific initiative flagged is a 

gallium refinery in Western Australia which the US Department of War will help support — a direct attempt to 

build processing capability within Australia and mitigate reliance on foreign  processing hubs. 11  

By positioning our critical minerals industry as a trusted and high -value contributor to allied supply chains, 

Australia is help ing  reduce collective dependence on potentially  adversarial suppliers, reinforcing both national 

and allied resilience. Aligning critical minerals policy with AUKUS goals ensures that Australia captures more of 

the economic value from its resources while deepening industrial integration with the United States and United 

Kingdom. Domestically, integrating critical minerals extractio n with downstream processing, advanced 

manufacturing, and clean energy technologies will create high -skilled jobs and new export industries. This will 

help Australia ’s ongoing transformation from a raw materials exporter into a technology -producing nation.  

4.3  Risk tolerance  

The 2024 National Defence Strategy  says Department of D efence culture must change, “embracing greater levels 

of risk both within Defence and across government agencies” 12. For Defence to meet the demands of a rapidly 

changing strategic environment, it must prioritise innovation and a much greater appetite for calculated risks.  

A failure to act decisively in the face of evolving threats carries its own significant risks.  

These challenges are not new. Reports such as the 2021 Defence Innovation Review13 and the 2023 Defence 

Strategic Review have repeatedly emphasised the urgency of reforming Australia’s defence innovation 

framework. These reviews highlight the need for a national science and technology system capable of delivering 

disruptive capabilities.  

 
8 The Treasury 20 24, Future Made in Australia, https://treasury.gov.au/policy -topics/future -made -australia   
9 Department of Industry, Science and Resources 2024, Strategic Examination of Research and Development, 

https://www.industry.gov.au/science -technology -and -innovation/strategic -examination -research -and -development   
10 Li, Y, Stewart E 2025 , Critical minerals industry cheers deal that will 'encourage greater investment' as stock prices swing,  ABC News,  

https://www.abc.net.au/news/2025 -10-22/critical -minerals -industry -us -china -deal -rare-earths -stocks/105915274   
11 Baskaran, G, Horvath, K 2025, Unpacking the U.S.-Australia Critical Minerals Framework Agreement, CSIS, 

https://www.csis.org/analysis/unpacking -us -australia -critical -minerals -framework -agreement   
12 Department of Defence 2024, National Defence Strategy, p.55  
13 Department of Defence 2021, Defence Innovation Review, https://www.defence.gov.au/sites/default/files/2023 -

03/defence_foi_231_2223_final_document_for_release.pdf   

https://treasury.gov.au/policy-topics/future-made-australia
https://www.industry.gov.au/science-technology-and-innovation/strategic-examination-research-and-development
https://www.abc.net.au/news/2025-10-22/critical-minerals-industry-us-china-deal-rare-earths-stocks/105915274
https://www.csis.org/analysis/unpacking-us-australia-critical-minerals-framework-agreement
https://www.defence.gov.au/sites/default/files/2023-03/defence_foi_231_2223_final_document_for_release.pdf
https://www.defence.gov.au/sites/default/files/2023-03/defence_foi_231_2223_final_document_for_release.pdf
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Defence already has reform underway as part of the CASG 2.0 strategy to embed agility and intelligent decision -

making, enabling a higher tolerance for calculated risk and accelerating the path from concept to capability. 14 

Embracing greater risk should include adopting a networked approach to innovation  – sharing information more 

openly with trusted industry partners and research organisations. Such collaboration fosters a dynamic, cross -

sector exchange of ideas that drives technological advancements. Although Defence has made  progress in this 

area with ASCA, more must be done, and faster, with more trusted partners. As stated by the United States 

Defense Innovation Board: “Unlike NATO and other established multilateral insti tutions, the vestiges of Cold War 

secrecy that shaped their evolution do not have to define AUKUS’s future.” 15 

Currently, a low risk appetite and an over -reliance on bureaucratic processes have created obstacles in Defence’s 

procurement and tendering processes. Current practices often result in industry and academia merely 

responding to rigidly -defined requirements, leaving lit tle room for proactive input or co -design. While this 

approach is in part driven by an attempt to contain costs, the result in many cases is the reverse, because the 

most innovative and efficient ideas cannot be adopted due to inflexibility an d lack of collaboration.  

Recommendation  

6. Develop a coordinated strategic communications campaign linking AUKUS Pillar II technology initiatives 

to national prosperity, job creation, and innovation outcomes, aligned with Australia’s broader policy 

landscape including Future Made in Australia, the Strategic Evaluation of R&D, and national AI capability . 

5. Strengthen the i ndustrial and innovation ecosystem  

The purpose of AUKUS Pillar II is to rapidly equip warfighters with cutting -edge capabilities, ensuring that 

advanced technologies move from development to deployment as quickly and effectively as possible.  

To achieve this defence outcome , Australia must also take broader national measures .  

5.1 Upskill our p eople  

AUKUS Pillar II 's long -term success depends on a substantial investment in human capital.  

Australia has a highly educated workforce. Seventy per cent of Australian workers hold advanced diplomas or 

higher. Nearly half of all workers possess tertiary qualifications. 16 However, Australia will need to upskill  its 

workforce on new technologies that span defence and commercial sectors. Australia’s education and training 

systems must be agile enough to respond to the fast -evolving requirements of modern industries , delivering 

training at all skill levels.  

Australia has made significant, targeted investments in AUKUS skills growth, including 4,001 Commonwealth 

supported places in STEM courses. 17 This is welcome, but focused on submarine workers for Pillar I . Pillar II  will 

require a similar skills uplift, but across more technology fields.  

Upskilling the workforce could be achieved through the implementation of short, targeted training programs that 

complement traditional degree pathways. By offering flexible learning opportunities that leverage industry 

expertise, Australia can integrate sk illed workers into strategic areas more quickly.  Government support for, and 

collaboration with, industry bodies to establish clear accreditation standards would provide confidence in these 

qualifications, enabling businesses to swiftly identify and onboar d skilled talent.  

 
14 Australian Industry and Defence Network 2024, Release of new versions of ASDEFCON (Strategic Materiel) and ASDEFCON (Support) 

templates to support Defence procurement reform , https://aidn.org.au/release -of-new -versions -of-asdefcon -strategic -materiel -and -

asdefcon -support -templates -to-support -defence -procurement -reform/   
15 United States  Defense Innovation Board 2024, Optimizing Innovation Cooperation With Allies And Partners , p.7 
16 Austrade 2024, Why Australia: Benchmark Report 2024, p.33, https://international.austrade.gov.au/en/why -australia/benchmark -report      
17 Department of Defence 2023, New investment in skills paves the way for AUKUS workforce, https://www.minister.defence.gov.au/media -

releases/2023 -05 -16/new -investment -skills -paves -way -aukus -workforce   

https://aidn.org.au/release-of-new-versions-of-asdefcon-strategic-materiel-and-asdefcon-support-templates-to-support-defence-procurement-reform/
https://aidn.org.au/release-of-new-versions-of-asdefcon-strategic-materiel-and-asdefcon-support-templates-to-support-defence-procurement-reform/
https://international.austrade.gov.au/en/why-australia/benchmark-report
https://www.minister.defence.gov.au/media-releases/2023-05-16/new-investment-skills-paves-way-aukus-workforce
https://www.minister.defence.gov.au/media-releases/2023-05-16/new-investment-skills-paves-way-aukus-workforce
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Major technology companies, both domestic and international, possess invaluable expertise, training 

infrastructure, and a deep understanding of the skills required. Government should leverage and nationalise 

existing successful public -private mechanisms for technology up skilling , such as the NSW Digital Skills and 

Workforce Compact and the Institute of Applied Technology – Digital.  

This could be achieved through a new “National Digital and  AI Skills Partnership ” and would be a coordinated 

national system that:  

◼ Directly links training to employer demand, ensuring skills investment translates into jobs.  

◼ Expands and accelerates talent pipelines in every state and territory, with consistent quality and reach and a 

coherent strategy across education, higher education and VET systems.  

◼ Opens high -value digital , cyber, AI and autonomy and other tech -focused careers to Australians from all 

regions and backgrounds.  

◼ Gives  the workforce the agility to adapt as technology evolves.  

It would focus on three cohorts:  

◼ The existing workforce – creating fast, flexible upskilling and reskilling pathways for those already in work, 

particularly in sectors undergoing transformation and resource -constrained small and medium businesses . 

◼ The next generation – ensuring students leave school with foundational digital fluency, and access to 

practical, work -aligned post -school training.  

◼ Tertiary learners – reshaping degrees and qualifications to better match emerging technologies  and 

employer needs and  improve employment outcomes.  

The Partnership would embed continuous collaboration between government, education providers, and industry 

with defined roles, equal voice, and shared accountability , and work alongside existing coordination bodies 

including Jobs and Skills Councils and the Australian Tertiary Education Commission to ensure training systems 

are responsive, complementary, and aligned to national workforce priorities.  

5.2  Reform Australia’s  R&D  settings  

Australia must strengthen the linkages between research institutions, industry and government, expand access 

to global markets, and foster a tax and regulatory environment that encourages experimentation and risk -taking.  

Australia should aim to carve out a leadership role in the increasingly competitive global technology landscape.  

Pillar II capabilities of q uantum and AI and autonomy are already areas of significant  private sector investment, 

and  there is an enormous opportunity for collaboration.  

However, Australia's performance in R&D funding remains a critical issue, with investment levels lagging well 

behind global peers. When combined with private -sector contributions, Australia’s total R&D expenditure 

amounted to just 1. 68  per cent of GDP in 2021 –22, far below the OECD average of 2.7 per cent. 18 In contrast, t he  

United States  has an R&D spend of 3.5 per cent of GDP.  

Australia’s economy relies heavily on resource exports and lacks diversity in its industrial base. In 2023, Australia’s 

economy ranked 105 th in economic complexity, between Botswana and Côte d'Ivoire .19 This leaves Australia ill -

equipped to innovate at scale, creating vulnerabilities in both economic and defence resilience.  

To nurture the growth of robust sovereign capabilities, the Australian G overnment should improve existing 

incentives for businesses to invest in R&D, which would enable more and better technology innovation  across  

AUKUS Pillar II advanced capabilities . Reforms should include:  

◼ Simplify Research and Development Tax Incentive (RDTI)  rates to a consistent offset of 18.5  per cent  above 

the company tax rate.  

 
18 Prior, R, Brennan, T 2025, R&D and innovation in Australia: 2024 update, Department of Parliamentary Services, p.2  
19 Harvard Growth Lab 2024, The Atlas of Economic Complexity, https://atlas.cid.harvard.edu/rankings  
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◼ Remove the $150 million RDTI cap.  

◼ Introduce an RDTI collaboration premium for partnerships between businesses and higher education or 

government research institutions.  

5.3  Uplift c ommercialisation  capabilities  

Universities are drivers of innovation and are well -positioned to play a central role in Pillar II .20  However, they face 

barriers that limit their potential contributions and often struggle to transition ideas into commercially viable 

products at scale. 21 

The high proportion of small businesses in Australia  – 97 per cent of businesses 22 – further exacerbates the 

problem as they  are more likely to  lack the capital, expertise, and institutional support to commercialise research. 

Therefore, levels of  innovation in Australia remain low, contributing to Australia’s declining labour productivity 

over the past two decades. 23 

Australia should  focus on incentivising research commercialisation for research institutions and businesses. 

Government has made strong progress in this area already with its research translation and commercialisation 

agenda, which is “a $2.2 billion investment to place u niversity innovation and industry collaboration front and 

centre of Australia’s economic recovery.” 24  The Trailblazer Universities Program  – funded to $370.3 million from 

2022 –23 to 2025 –26 – also has a commercialisation focus, with a Defence Trailblazer component formed by a 

partnership between industry, University of Adelaide and UNSW. 25 

Australia should continue to develop policies to enhance commercialisation and position us as a globally 

competitive market for investment. We need to embed research -industry collaboration in the higher education 

funding model, with a portion of performance -based funding tied to measurable indicators such as:  

◼ Growth in industry -linked R&D income . 

◼ Number of co -authored publications or patents with industry partners . 

◼ Commercialisation outcomes, including licences and spinouts . 

◼ Placement of PhD graduates in industry roles.  

Government support for innovation  must go beyond funding. Government should also drive adoption of 

technologies that sit within Pillar II ’s “advanced capabilities” . Early -stage startups struggle without pilots to 

validate their tech and attract investors. Government can accelerate adoption by acting as an early customer, 

tying grants to procurement, and expanding prototyping facilities. Other nations already use strat egic 

procurement to give their tech innovations  an edge. Australia must do the same  by linking corporates, 

government, and industry through structured pathways and co -investment models  to ensure local tech scales 

here, not offshore.  

Recommendation  

7. Establish a National Digital and AI Skills Partnership to deliver rapid skills uplift.  

8. Reform Australia’s R&D settings to maximise impact and reflect the strategic priority of critical 

technology.  

 
20  Group of Eight Australia 2024, Go8 Australia-United Kingdom AUKUS Pillar II and Research Engagement Roundtable, 

https://go8.edu.au/go8 -australia -united -kingdom -aukus -pillar -ii-and -research -engagement -roundtable   
21 Joy, P 2024, State of the Australian Innovation System: How Government, Industry & Academia Connect Innovation , Public Sector Network, 

https://publicsectornetwork.com/insight/state -of-the -australian -innovation -system -how -government -industry -academia -connect -innovation   
22 Australian  Small Business and Family Enterprise Ombudsman 2 024, Number of small businesses in Australia, 

https://www.asbfeo.gov.au/small -business -data -portal/number -small -businesses -australia   
23 Industry, Innovation and Science Australia 2023, Barriers to Collaboration and Commercialisation , p.11  
24  Department of Education 2024, Research Translation and Commercialisation Agenda, https://www.education.gov.au/research -translation -

and -commercialisation -agenda    
25 Defence Trailblazer 2024, About , https://dtb.solutions/about/   

https://go8.edu.au/go8-australia-united-kingdom-aukus-pillar-ii-and-research-engagement-roundtable
https://publicsectornetwork.com/insight/state-of-the-australian-innovation-system-how-government-industry-academia-connect-innovation
https://www.asbfeo.gov.au/small-business-data-portal/number-small-businesses-australia
https://www.education.gov.au/research-translation-and-commercialisation-agenda
https://www.education.gov.au/research-translation-and-commercialisation-agenda
https://dtb.solutions/about/
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9. Embed research -industry collaboration in the higher education funding model, with a portion of 

performance -based funding tied to measurable indicators.  

6. Connect more investment  

6.1  Create dedicated funding streams for AUKUS Pillar II projects  

The Australian Government has invested $3.4 billion in ASCA over 2023 to 2033, which is its latest attempt at a 

tech innovation program. It is important to understand the role ASCA plays. ASCA is not about early -stage 

innovation or commercialising research . It is narrowly focused on accelerating technologies into minimum viable 

capabilities with defined acquisition pathways. 26  Essentially, ASCA funds the last step between a new capability 

and warfighter.  

Although ASCA is focused on Pillar II capabilities, a t present, Defence’s Integrated Investment Program (IIP) does 

not include specific funding stream s for AUKUS Pillar II projects. Government should consider establishing a 

dedicated IIP allocation for the three branches of the ADF, ensuring they have access to capital for proven and 

reliable AUKUS Pillar II capabilities once the ir initial testing and evaluation s have  been completed.  

6.2  Establish a sovereign Technology Co -Investment Fund (Tech -CoIn)  

For Pillar II  to reach its potential, it must be commercially attractive to investors. The  scale of AUKUS and the 

ambition of the 2024 National Defence Strategy means that government must find new and better ways to 

engage the private sector to invest in critical technologies.  

Fundamentally, Australia is in a good position to utilise private capital. Private equity and venture capital in 

Australia have a combined assets under management of $65.5bn, 30 per cent higher than in December 2021. 27  

The  United States , United Kingdom  and NATO have each found ways to bring in more capital investment, both 

short and long -term, to scale and commercialise advanced technologies. The  United States  national security and 

defence community has two main mechanisms for strategic investments into technology. In 1999, the CIA 

established IQT, a not -for-profit venture capital firm that aims to “leverage emerging commercial technologies for 

the US national security community and America’s allies.” 28 It has since made over 750 investments worldwide, 

including Australia. IQT  is not just public funds  – it also frequently co -inve sts with venture capital and other 

private sector investments.  

In 2022, the  United States  Department of Defense established the Office of Strategic Capital (OSC), which aims 

to “accelerate and scale private investment in critical supply chain technologies needed for national security.” 29   

The  United Kingdom  National Security Strategic Investment Fund (NSSIF) is the  United Kingdom  Government’s 

corporate venture capital arm for dual -use advanced technologies. NSSIF invests commercially in advanced 

technology firms, alongside other investors, to support long -term equity investment, or “patient capital ”.30  

NATO Investment Fund (NIF) is a multi -sovereign capital fund backed by 24 NATO allies funded to 1 billion Euros. 

NIF makes co -investments and invests in other venture firms as a fund of funds. The  United States  has also 

committed  US D $200 million over 10 years to the NIF. 31 

 
26  Australian Government 2024, Defence Innovation, Science and Technology Strategy: Accelerating Asymmetric Advantage , p.36  
27 Kor, Valerie 2024, Australian Private Capital Market Overview: A Preqin and Australian Investment Council Yearbook 2024, Australian 

Investment Council, p.5  
28 In-Q -Tel 2024, Our Mission, https://www.iqt.org/mission  
29  US Department of War , Office of Strategic Capital , https://www.cto.mil/osc/   
30  British Business Bank 2024, How we invest, https://www.british -business -bank.co.uk/for -financial -advisors/equity -finance/national -security -

strategic -investment -fund/how -we-invest    
31 Rep Rick Larsen 2024, Larsen and Kim: U.S. Involvement in NATO Innovation Fund Will Strengthen NATO Defense and Security, 

https://larsen.house.gov/news/documentsingle.aspx?DocumentID=2934  

https://www.cto.mil/osc/
https://www.british-business-bank.co.uk/for-financial-advisors/equity-finance/national-security-strategic-investment-fund/how-we-invest
https://www.british-business-bank.co.uk/for-financial-advisors/equity-finance/national-security-strategic-investment-fund/how-we-invest
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Australia has no equivalent to OSC, NSSIF or NIF.  IQT  has set up shop in Australia and has already made strategic 

investments in local startups. These investments facilitate collaboration between startups and government 

agencies, ensuring that innovative solutions are aligned with national security needs.  

To complement IQT ’s presence in Australia, government should develop an Australian sovereign Technology Co -

Investment Fund (Tech -CoIn)  – learning from IQT, OSC, NSSIF and NIF and adapting best practices to Australia’s 

circumstances.  

To better attract and integrate private investors into Tech -CoIn, the government must frame participation as both 

a strategic and profitable opportunity. A strong investor engagement strategy should include early consultation 

with private equity and ventur e capital firms to co -design the investment framework, ensuring alignment of 

incentives and risk -sharing mechanisms. Establishing clear pathways for intellectual property ownership, 

commercialisation, and export potential would also build confidence.  

To make this work, government must better understand how private capital operates and communicate in a 

language investors recognise. Key stakeholder groups include:  

◼ Financial institutions: banks, super funds, private equity, venture capital, and institutional investors seeking 

stable, de -risked growth opportunities.  

◼ Innovation and research actors: universities, startups, and accelerators developing dual -use technologies.  

◼ Industrial partners: defence primes, advanced manufacturers, and supply -chain enablers.  

◼ Government and regulators: Defence, ASCA, Treasury, and export control teams  responsible for enabling 

policy and reducing friction.  

Currently, Canberra’s classified, process -heavy approach is opaque to private investors. To build real buy -in, 

government should act across these  practical fronts:  

◼ Create a shared investment language. Reframe defence innovation in commercial terms : returns, scale, and 

export potential. Communicate using metrics investors understand, not military jargon.  

◼ Establish a structured engagement platform  through a Pillar II Industry –Investor Council  to foster trust and 

shared accountability.  

◼ Simplify and declassify. Publish unclassified project data  such as market opportunities, technology 

readiness, and dual -use cases  to attract private participation.  

◼ Incentivise participation. Offer matching investment, tax incentives, and sovereign guarantees through 

Tech -CoIn to make projects more attractive . 

◼ Build cultural and relational trust. Fund cross -sector fellowships and executive education for Defence and 

investors to build mutual understanding.  

This engagement strategy link s private profit with public purpose. When investors see that AUKUS technologies 

underpin both national security and economic growth, the capital will follow.  

6.3  Speed up  National Reconstruction Fund  investments  

The Australian G overnment is taking steps to revitalise the nation’s industrial and technological landscape 

through the National Reconstruction Fund. With a commitment of $15 billion, the National Reconstruction Fund is 

designed to address critical challenges in key secto rs, including advanced manufacturing, critical technologies, 

and defence capability.  

Unlike traditional grant -based initiatives, the fund leverages a diverse array of financial instruments such as loans, 

equity investments, and guarantees. This approach maximises flexibility and ensures a more sustainable and 

impactful allocation of resour ces.  

The National Reconstruction Fund already names defence capability as a priority investment area, along with 

Pillar II  specific technologies of AI, quantum, and autonomous systems.  
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Since commencing in September 2023, the NRF has made only 11 investments  totalling $674.5m – less than 5 per 

cent of the available funds. The fund was announced with great ambition, but the pace of implementation has 

been sluggish, with delays in establishing the governance framework and approving projects. It is also seen , like 

many government financing vehicles, as too cautious. Critics say it avoids higher -risk, higher -reward projects in 

favour of safe bets, undermining its goal of driving transformation al capability  and technology . 

To deliver on its ambition and inject  investment into Pillar II dual -use capabilities , the NRF needs to streamlin e 

governance and approvals, ensuring investments flow at pace into sectors where Australia faces immediate 

global competition. At the same time, the fund must show greater risk appetite, backing higher -risk, higher -

reward projects, such as early -stage comme rcialisation and advanced manufacturing. Crucially, the NRF should 

act as a catalyst rather than a competitor, using co -investment, concessional finance, or first -loss positions to 

draw in priv ate investment and expand the pool of capital, rather than crowding it out.  

6.4  Reform  superannuation rules  

Many funds currently invest in defence companies, with some controversy. 32 In August 2023, Treasurer Jim 

Chalmers suggested that superannuation and other institutional investors should consider increasing their focus 

on defence industry. 33 Investing in dual -use technology areas presents a less contentious opportunity for 

superannuation funds to invest in defence capability. With total Australian super assets under management now 

exceeding $4  trillion, this shift could be transformative. 34   

Australian super annuation  is still heavily weighted towards traditional asset classes like property, equities, and 

infrastructure. Unlocking it for innovation and technology requires mechanisms that bridge the gap between 

super funds’ fiduciary obligations and the higher -risk prof ile of emerging industries. At present, most funds avoid 

earlier -stage innovation because it lacks the scale, liquidity, and predictable returns they need. Instead, they 

typically enter much later in the cycle, after venture capita l, private equity, or offshore investors have captured 

most of the upside.  

There is discussion around the idea that the Your Future, Your Super (YFYS) performance test and ASIC’s RG 97 

fee-disclosure guidance may be limiting superannuation funds’ ability to invest in long -term or strategic asset 

classes like housing, clean energy , and innovation.  

Australia need s to rethink some of the se  rules that unintentionally discourage investment in innovation. The YFYS  

performance test has been successful in one respect: it  has pushed underperforming funds to lift their game and 

has improved returns for members. But the downside is that it makes longer -term investments harder. Venture 

capital, for example, often requires a 10 -year horizon. In the early years  there is not much growth because the real 

value comes later, when companies mature and scale.  

ASIC’s RG97 fee disclosure framework focuses on gross fees rather than net returns. That might sound like a 

good way to protect consumers, but it actually penalises asset classes like venture capital, which tend s to have 

higher fees but also the potential for stronger long -term results.  

Recommendation  

10. Create dedicated funding streams for AUKUS Pillar II projects . 

11. Establish a sovereign Technology Co -Investment Fund (Tech -CoIn).  

12. Speed up National Reconstruction Fund investments into Pillar II technologies.  

13. Reform superannuation rules to activ ate more investments into Pillar II technologies.  

 
32 Vergara, Karren 2024, Super funds defend controversial weapons holdings , Financial Standard, 

https://www.financialstandard.com.au/news/super -funds -defend -controversial -weapons -holdings -179802909?  
33  Dean, Lucy 2023, Super savings should be used to invest in defence sector: Chalmers, Australian Financial Review, 

https://www.afr.com/wealth/superannuation/super -savings -should -be -used -to-invest -in-defence -sector -chalmers -20230823 -p5dys9   
34  Australian Prudential Regulation Authority, APRA releases superannuation statistics for September 2024, https://www.apra.gov.au/news -

and -publications/apra -releases -superannuation -statistics -for-september -2024   

https://www.afr.com/wealth/superannuation/super-savings-should-be-used-to-invest-in-defence-sector-chalmers-20230823-p5dys9
https://www.apra.gov.au/news-and-publications/apra-releases-superannuation-statistics-for-september-2024
https://www.apra.gov.au/news-and-publications/apra-releases-superannuation-statistics-for-september-2024
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7. Conclusion  and proposed projects  

AUKUS Pillar II  offers Australia an unprecedented chance to strengthen its defence  capabilities while supporting  a 

vibrant and resilient innovation economy. To achieve this, government must adopt a comprehensive approach 

that integrates regulatory reform, robust university -industry partnerships, investment in human capital, and 

mechanisms that attract more private sector engagement  and investment .  

To deliver tangible outcomes under AUKUS Pillar II , industry can play a decisive role in building foundational, 

trusted infrastructure. The following three projects provide practical, low -risk pathways to deepen trilateral 

cooperation between Australia, the United States, and the United Kingdom. Each initia tive strengthens sovereign 

capability, accelerates collaboration, and supports Australia’s national strategies in AI safety, quantum 

communications, and cyber resilience.  They have been designed such that  they meet government’s AUKUS 

priorities but do not require the participation or support of government  at the commencement. These are 

projects that the private sectors across AUKUS nations could do on their own.  

1. AUKUS AI test and evaluation sandpit  

This proposal outlines a safe, locked -down space where scientists and engineers can try out AI systems to see if 

they  are safe and reliable without risking any secret or sensitive information.  

The concept is to create a secure, modular platform that allows test ing of  AI systems for bias, robustness, and 

reliability  using synthetic or defence -relevant datasets.  The sandpit would enable rigorous evaluation of AI 

models against ethical, safety, and performance benchmarks, building a foundation of trust before any classified 

or mission -critical deployment.  

How industry could deliver  

Industry and academia have  the experience and infrastructure to design and operate a modular test and 

evaluation platform, built on sovereign or hybrid cloud infrastructure that would compl y with export -control and 

security requirements. It would include capabilities for generating synthetic datasets, detecting algorithmic bias, 

testing model robustness against adversarial attacks, and ensuring transparency and explainability.  

Governance of the sandpit would draw directly on existing frameworks, including Australia’s AI Ethics Principles.  

These principles emphasise fairness, accountability, security, and transparency – all critical to Defence and 

AUKUS use cases. Once the foundation is established, the platform could be expanded to include red -team 

testing, traceability tools, and trilateral government integration, allowing United Kingdom and United States 

partners to securely test their own models under agreed conditions . 

Why it helps AUKUS  

AI collaboration across the AUKUS nations depends on political and technical trust. Before allies can safely 

exchange data, algorithms, or models, they must first agree on standards of assurance and establish shared 

testing environments. This sandpit provides precisely that capability: the “technical plumbing” that will u nderpin 

future AI cooperation. It also mitigates risk by identifying weaknesses or biases early, ensuring that AI systems 

deployed in Defence contexts are ethical, explainable, and resilien t. 

This initiative would also position Australia as a leader in AI safety and assurance . This is a complement to the 

more hardware -driven programs under Pillar I. It would also support a broader ambition for Australia to be a 

global centre for “trusted AI”.  

2. Quantum -enabled secure communications demonstrator  

This project is about building a test network to keep our data safe from future super -powerful quantum 

computers.  

It mixes two types of next -generation security: one that uses the physics of quantum particles to share secret 

keys (quantum key distribution or QKD), and another that uses new kinds of maths (post -quantum cryptography 
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or PQ C) that even quantum computers can not  crack. By combining both, the system can stay secure no matter 

how advanced an attacker’s technology becomes. It  is basically future -proof security for our most important 

communications.  

The project aligns with !ǳǎǘǊŀƭƛŀΩǎ bŀǘƛƻƴŀƭ vǳŀƴǘǳƳ {ǘǊŀǘŜƎȅ and the government’s investments in quantum 

communications testbeds. The Australian Quantum Communications Testbed established in 2024 demonstrates 

that the core technology and infrastructure already exist. 35 Private firms such as QuintessenceLabs have received 

National Reconstruction Fund investment to support their ongoing develop ment of  quantum random number 

generators and QKD hardware. 36  These assets can be brought together to create a national capability with direct 

trilateral relevance.  

Australia’s quantum research ecosystem is already demonstrating real -world applications, including energy grid 

security and secure data transmission. International efforts, such as the UK’s Integrated Quantum Networks Hub 37 

show that this type of initiative is both feasible and strategically valuable  – and offer opportunities for trilateral 

private sector collaboration.  

How industry could deliver  

Australia’s quantum sector is well -positioned to deliver this demonstrator through partnerships between quantum 

startups, major telcos, and research organisations. Industry c ould provide the hardware and integration expertise: 

quantum transmitters and receivers, secure key management systems, and fibre optical links. The network c ould 

be integrated with conventional telecommunications infrastructure and designed to test interoperability between 

quantum and post -quantum systems.  

Standards alignment would be essential. The project would track the latest developments from the US National 

Institute of Standards and Technology (NIST) in post -quantum cryptography and international QKD standards. By 

doing so, the demonstrator would serv e as both a practical test environment and a policy tool , shaping how 

AUKUS partners define and implement secure communication standards in the quantum era.  

Why it helps AUKUS  

Secure communications are the nervous system of any alliance. As quantum computing matures, traditional 

encryption methods will become vulnerable. A demonstrator that shows how to integrate QKD and PQC within 

existing communication networks allows AUKUS na tions to prepare now, before the threat becomes real.  

This initiative would position Australia as a trusted testbed for quantum communications, helping shape 

interoperability standards. It would also reinforce Australia’s role as a regional leader in quantum technology, 

supporting both defence and civilian ap plications such as energy grid protection, satellite links, and industrial 

control networks.  

3. AI -driven cyber threat emulation platform  

This project proposes building a virtual battlefield for cyber security.  

It would be a smart training ground where AI acts like real hackers, launching realistic cyberattacks to test how 

well our defences hold up. Unlike one -off exercises, it would keep running all the time, learning and coming up 

with new attack methods as it goes. The platform would use machine learning agents to model adversary 

behaviour, replicate realistic network environments, and continuously test the resilience of defence and industrial 

systems. This helps defence teams and companies train, test, and imp rove their cyber tools so they are ready for 

whatever new threats come next.  

How industry could deliver  

 
35  ICRI 2024, !ǳǎǘǊŀƭƛŀΩǎ ŦƛǊǎǘ vǳŀƴǘǳƳ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ¢ŜǎǘōŜŘ ƻǇŜƴ ŦƻǊ ōǳǎƛƴŜǎǎ, https://icri2024.au/2024/09/05/australias -first-quantum -

communications -testbed -open -for-business/   
36  National Reconstruction Fund Corporation 2024, QuintessenceLabs, https://www.nrf.gov.au/our -investments/quintessencelabs   
37 Heriot -Watt University 2025, Integrated Quantum Networks Hub,  https://iqnhub.org/   

https://icri2024.au/2024/09/05/australias-first-quantum-communications-testbed-open-for-business/
https://icri2024.au/2024/09/05/australias-first-quantum-communications-testbed-open-for-business/
https://www.nrf.gov.au/our-investments/quintessencelabs
https://iqnhub.org/
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Australian cybersecurity firms, defence contractors, and AI researchers could collaborate to design and operate 

the platform. The system would combine realistic network simulations with adversarial AI models trained on 

anonymised attack data. The platform would be deployed in an unclassified environment for testing common 

attack vectors, before expanding to include simulated industrial control systems and more advanced adversary 

models.  

Once operational, the platform could be made available to AUKUS partners as a shared capability – an “AUKUS 

Cyber Range” – that allows collaborative training, exercises, and research on joint threat scenarios.  

Why it helps AUKUS  

Cyber threats are evolving faster than any single organisation can track. An AI -driven threat emulation platform 

would help AUKUS partners anticipate, test, and prepare for emerging attack vectors in a safe, controlled setting. 

It would strengthen collecti ve cyber readiness, build shared understanding of adversary tactics, and improve the 

skills of the cyber workforce across all three nations.  The platform would also generate exportable technology 

and training content that could be shared with trusted partn ers.  

Why these proposals are urgent  

Global competition in AI, quantum, and cyber security is accelerating. AUKUS Pillar II will succeed or fail based on 

whether the partners can move from policy statements to practical collaboration. These projects offer a way for 

the private and research sectors to do exactly that , by delivering working prototypes that build trust, create 

shared approaches , while also strengthen ing our  sovereign capability. They are technically feasible, strategically 

aligned, and deliverable within three years .  

By investing in these initiatives now, Australia can help ensure AUKUS Pillar II produces real capability outcomes.  
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